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“Thank you, Mr. Chairman, and thank you for including my bill, the Cybersecurity Vulnerability 

Identification and Notification Act of 2020, in this markup. 

 

“I also want to thank you, Chairman Richmond, and Ms. Jackson Lee for cosponsoring this 

important bill and to particularly thank Ranking Member Katko for working with me to ensure 

we continue to show bipartisan support for DHS’s newest component, CISA.  

 

“Mr. Chairman, this bill is predicated on a simple idea that represents an ethos that we on this 

committee are very familiar with: if you see something, say something.  

 

“Our cyber defenders at CISA work tirelessly with security researchers and private sector 

partners operating our critical infrastructure to keep the country safe in cyberspace. 

 

“At times, their proactive efforts mean they are made aware of vulnerable systems that are 

accessible over the open Internet. 

 

“These systems can include operational technology, or OT, devices that control processes that 

directly affect human health and safety. 

 

“When CISA discovers these systems or is alerted to their existence by security researchers, it 

sensibly wants to be able to alert their owners. 

 

“But oftentimes, the only identifying information CISA has is an IP address. And the Internet 

Service Providers in control of these IP addresses are expressly prohibited in law from sharing 

information about their customers with the government absent a warrant or subpoena.  

 

“The irony here, Mr. Chairman, is that if there is suspicious activity emanating from a device – 

that is to say if it’s not just vulnerable but it’s already been exploited by an adversary – the FBI 

can open an investigation and go get a warrant. 

 

“In other words, if we notice your door’s unlocked, we can’t tell you about it, unless, that is, a 

burglar’s already in the house! 

 

“Needless to say, this is not an ideal policy outcome. We want to proactively address 

vulnerabilities, not just wait until a cyber incident is ongoing. 



 

“My bill closes this loophole, and it does so in a narrowly tailored fashion to ensure we protect 

the privacy of companies and their customers.  

 

“We are clear in the legislation that the information CISA subpoena’s is only to be used for a 

cybersecurity purpose, not for regulatory or investigative purposes. 

 

 

“We also require CISA to develop processes to ensure that the subpoena power is used only as a 

last resort if CISA cannot identify a system owner through less intrusive means. 

 

“This bill reflects input the Cybersecurity, Infrastructure Protection and Innovation 

Subcommittee received from CISA about real cases where they were unable to take steps to alert 

vulnerable system owners. 

 

“And this is a bicameral effort: Senators Johnson and Hassan have introduced similar legislation 

in our sister chamber. 

 

“Finally, I will highlight that as a member of the Cyberspace Solarium Commission, this is an 

issue we have examined closely, and I expect our report to also address the need to close this 

loophole in the law. 

 

“As ever, Mr. Chairman, I am grateful to your excellent staff for working with me on this 

legislation, particularly Moira Bergin and Rosaline Cohen. 

 

“And I will again thank Mr. Katko for jumping right on this issue with me and working together 

on it. 

 

“I will also take a moment to acknowledge Mr. Katko’s bill that we also reported out 

professionalizing the CISA Director position. 

 

“This is also something that the Solarium Commission has looked at, and I strongly support 

making it clear that, like the FBI, this is a position that needs to be removed from the political 

push and pull of Washington. 

 

“The amendment that I offered, and that was also adopted, simply makes it clear that term limits 

similar to the FBI would apply: namely, the CISA director would be able to serve no more than 

two five-year terms. 

 



“Mr. Chairman, these are two excellent bills, and I’m glad we reported them on a bipartisan 

basis. I hope to see them on the House floor soon, and I yield back.” 

 


